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Fuzzy Commitment Scheme 1999 Juels
[12] x, x′
C ⊆ {0, 1}n X ⊆ {0, 1}n Fuzzy Commitment Scheme
F : C ×X → Y c ∈ C
x ∈ X h δ x = c+ δ y = (h(c), δ)








x′ ⊕R = x′ ⊕ (x⊕ c)
= (x′ ⊕ x)⊕ c
= ²⊕ c






22.10 Fuzzy Commitment Scheme
2.11 Bioscrypt 2.12 2.11
Xi (i = 1, · · · , n)
im(Xi) A0(u)
Sr H(u) c0(X)
Sr X H(u) c0
c0
k0 0 1 0 1 LUT
LUT T
2.12 Yi (i = 1, · · · , n)
Yi im(Yi)
A1(u) H(u) c1(Y )
c1(Y ) LUT






































3.1 Fuzzy Vault Scheme
Fuzzy Vault Scheme [16] 2002 Juels
S P
P Q P Q














P = {P1, P2, · · · , Pn−1, Pn}
S S S(X) S k
S(X)
S(X) = S1 + S2X + · · ·+ SkXk−1
P Pi S(X) S(Pi) Pi
T
i = 1→ n
(Xi, Yi)← (Pi, S(Pi))
T ← T ∪ (Xi, Yi)
T P T
D T V
i = n+ 1→ r
(Xi, Yi)← (αi, βi)
D ← D ∪ (Xi, Yi)






V 1 ∼ n P n+1 ∼ r
P V
– 20 –
3.1 Fuzzy Vault Scheme
3.1.2
P Q V S
Q = {Q1, Q2, · · · , Qn−1, Qn}
Q Qi Qi V Xj
Xj (Xj , Yj) V
null
i = 1→ n
foreach i, j = 1→ r
if(Qi = Xj)
(Qi, Yi) = (Xj , Yj) = (Xj , S(Xj)) Xj ∈ P
(Qi, Yi) = (Xj , Yj) = (Xj , βj) Xj 6∈ P
if(Qi 6= Xj)
(Qi, Yi) = (Qi, null)
V¯ ← V¯ ∪ (Qi, Yj)
n (Qi, Yi) (Pi, S(Pi)) k
k S(X)
(αj , βj) Q βi 6= S(αi)
S(X)
3.1.3 Fuzzy Vault Scheme
Fuzzy Vault Scheme
• S P Q
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3.2 Fuzzy Vault Scheme
3.2.1
2 m GF (2m) k S n
Br
S = {S1, S2, · · · , Sk−1, Sk} (3.1)
Br = {Br1 , Br2 , · · · , Brn−1 , Brn} (3.2)
S S(X)




g C C C(X)
C = {C1, C2, · · · , Cg−1, Cg} (3.4)
C(X) = C1 + C2X + · · ·+ CgXg−1
= S(X) mod G(X) (3.5)
RS S(X) F F F (X)
F = {C1, C2, · · · , Cg−1, Cg, S1, S2, · · · , Sk−1, Sk}
(3.6)
F (X) = XgS(X) + C(X) (3.7)
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3S C Br T
C
Br Br n = g T
T = {T1, T2, · · ·Ti, · · · , Tg−1, Tg} (3.8)
Br C
N = {N1, N2, · · · , Ng−1, Ng} Br C N
i Bri , Ci, Ni







T D V D
r
D = {D1, D2, · · · , Di, · · · , Dr−n−1, Dr−n}




αi 6∈ P , βi 6∈ C







Bv = {Bv1 , Bv2 , · · · , Bvn−1 , Bvn} (3.12)
Bv V V T
D (x, y, z)
V i
Vi = (xi, yi, zi) (3.13)
Bv i Bvi V j Vj
V¯
for i = 1→ n; j = 1→ r
if(Bvi = xj)
V¯ ← V¯ ∪ (Bvi , yj , zj)
yj ∈ C, zj ∈ L if Bvi ∈ Br
yj 6∈ C, zj ∈ L if Bvi 6∈ Br
m V¯
V¯ = {V¯1, V¯2, · · · V¯i, · · · , V¯m−1, V¯m} (3.14)
V¯ C¯ C¯ C¯(X)
C¯(X) = y1Xz1 + y2Xz2 + · · ·+ ym−1Xzm−1 + ytXzm (3.15)
C¯(X) S(X)
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44.1 Fuzzy Vault Scheme
4.1 LSP Line Spectrum Pair
Fuzzy Vault Scheme CELP
LSP LSP ITU-T




4.1 Fuzzy Vault Scheme
1. LSP L 256
Lp El





(αi − ei)2 (4.1)
d d l
Pl (4.2)









1. LSP Lv V
V LSP Lv d′
d′ P ′l (4.3)
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4. Fuzzy Vault Scheme
LSP
LSP




p1,1 p1,2 . . . p1,9 p1,10






p9,1 p9,2 . . . p9,9 p9,10





PTP = PPT = E
P 10 LSP L P
‖ L− L′ ‖=‖ LP − L′P ‖ 10
5.1 P
1. FP (Lr) FP ′(Lr)
2. P FP (Lr) Lr





2 g P1, P2, · · · , Pg
5.2 5.3 1 2
1 g P
FP (Lr1), FP (Lr2), · · · , FP (Lrg )
n Lv
FP (Lv1), FP (Lv2), · · · , FP (Lvn)
Fuzzy Vault Scheme
2 g g P1, P2, · · · , Pg
FP1(lr1), FP2(Lr2), · · · , FPg (Lrg )
1
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1. 1 Lv1 g
FP1(Lv1), FP2(Lv1), · · · , FPg (Lv1)
2. 1 g V d′




























































































2.33GHz 2GB Bv M¯
6.2 [msec]
g 40 60 80
9.10 13.5 18.0
[ 1] 12.7 18.6 24.5
[ 2] 446 971 1690













• Y = Fp(Lr +D)
• X = Lr +D
2 Y = Fp(X) Y X
P
P 5.2.1


















g = 40 P¯ 6.3
1 P n = r r 100
r 100
2 P1, P2, · · · , Pg g g
n = rg





0 P¯ = 1/∞
6.3
1 2
g r n P¯ n P¯
40 4400 4400 1 110 6.14× 10−193









Fuzzy Vault Scheme Fuzziness
4 Fuzzy Vault Scheme
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FP (Lr) FP ′(Lr) P 2
Lr P P
′ P ′′ · · ·
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t BCH GF (2m) αi
Mix BCH M1x M3x · · · M2t−1x
G(x) = LCM
{







, · · · , α2d−1} (C.2)
α M(x)
M(x) = (x− α)(x− α2) · · · (x− α2d−1) (C.3)
C.1 G(x) m m
k
k = n−m
= (2p − 1)−m (C.4)
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α, α3, · · · , α2t−1 Y (x) ,
si = Y (αi) (i = 1, 3, · · · , 2t− 1) (C.5)
αi
si =W (αi) + E(αi) = E(αi) (C.6)
s1, s3 Y (x) (x− α) (x− α3)
x − α x − α3
2 BCH C.2
s1, s3 C.5 αi, αj
GF (24)
j1 j2 · · · jl l
αj1, αj2, · · · , αjl σ(z)
σ(z) = (1− αj1z)(1− αj2z) · · · (1− αjlz) (C.7)
= 1 + σ1z + σ2z2 + · · ·+ σlzl (C.8)













σ(z) = (1− αiz)(1− αjz) (C.9)
= 1 + σ1z + σ2z2 (C.10)
σ(α−i) = σ(α−j) = 0
1 + σ1α−i + σ2α−2i = 0 (C.11)
1 + σ1α−j + σ2α−2j = 0 (C.12)
C.6
s1 = αi + αj
s2 = (s1)2 = α2i + α2j
s3 = α3i + α3j




C.11 C.12 α3i, α3j C.13
s3 + s2σ1 + s1σ2 = 0 (C.14)
α4i, α4j
























σ(z) = 1 + σ1z + σ2z2 + · · ·+ σtzt (C.18)
s1, s2, · · · , s2t
st st−1 · · · s1
st+1 st · · · s2
...














σ(z) σ(z) αi(i = 0, 1, 2, · · · , n − 1)
σ(αi) = 0 α−i GF (2m) LFSR σ(z)
σj(j = 1, 2, · · · , l)
σ1α
i + σ2α2i + · · ·+ σlαli (C.20)
−1 C.3 LFSR
σ1, σ2, · · · , σl i
−1 σ(αi) = 0
αi αj
C.1.2 Reed-Solomon
2 BCH GF (2m)
W (x)
GF (2m) (Reed-Solomon code RS)
RS GF (2m) 1















G(x) = (x− 1)(x− α) · · · (x− α2t−1) (C.21)
n = 2m− 1 k = n− 2t 2t+ 1
t BCH GF (2)
RS GF (2m) (8,4)RS
C.4
~¿0~¿6 ~¿4 ~¿12 SW1
SW2





























si = Y (α− i) (i = 0, 1, · · · , 2t− 1) (C.22)
2 RS αi αj
ei, ej
E(x) = eixi + ejxj (C.23)
α0 = 1, α, α2, α3 C.24
s0 = Y (1) = ei + ej
s1 = Y (α1) = eiαi + ejαj
s2 = Y (α2) = eiα2i + ejα2j















C.16 s1, · · · , s4 s0, · · · , s3 1
σ(z) C.3
αi, αj C.24 s0
s1 ei, ej











Biometric Encryption Fuzzy Vault
Scheme
Method to Make Templates for CELP-based Speaker Verification
Using Biometric Encryption
Nozomi Kashiwagi † Seira Hidano † Tetsushi Ohki † Naohisa Komatsu †
†Faulty of Science and Engineering, Waseda University
3-4-1 Okubo, Shinjuku-ku, Tokyo 169-8555, Japan
{kashiwagi,hidano,ohki,komatsu}@kom.comm.waseda.ac.jp
Abstract Conventional biometric authentication systems simply store each user’s template as is on the
system. If registered templates are leaked, which cause the problem that the authentication system is tricky
to use them for authentication. We propose a kind of the technique that encrypts and stores the user’s
template using a ”fuzzy vault scheme,” and evaluate its security. In this paper, we apply the biometric
encryption using fuzzy vault scheme to a CELP-based speaker verification system. We come on a certain
attack that the biometric data is recovered from the same user’s multiple template data, and propose a
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Biometric Encryption









2 m GF (2m)
k S = {S1, S2, · · · , Sk−1,
Sk} n Br = {Br1 ,
Br2 , · · · , Brn−1 , Brn} S
S(X)





C = {C1, C2, · · · , Cg−1, Cg}
C(X)
C(X) = C1 + C2X + · · ·+ CgXg−1
= S(X) mod G(X)
RS S(X) F =
{C1, C2, · · · , Cg−1, Cg, S1, S2, · · · , Sk−1, Sk}
F (X)




Br n = g
Br C
N = {N1, N2, · · · , Ni, · · · , Ng}
Br
C N i Bri
Ci Ni T
T = {T1, T2, · · · , Ti, · · · , Tg−1, Tg}






D = {D1, D2, · · · , Di, · · · , Dr−g−1, Dr−g}












V¯ = {V¯1, V¯2, · · · , V¯t}
V¯i = {xi, yi, zi}
V¯ C¯ C¯
C¯(X)




S = Sd S





















Lp 10 ω1, · · · , ω10 Ltr 10




(ωi − ω′i)2 (1)
d dmin dmin
Lp m = lmin
m Pm (2)
p








































ej − nijσj ≤ αij ≤ ej + nijσj (6)
ed − nidσd ≤ αid ≤ ed + nidσd (7)
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